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OIIPEJAEJIEHUSA

B HacTodAIEeM TOKYyMEHTE HCIIONB3YIOTCA CIEAYIOLUINE TEPMUHBI U UX ONPEACIICHUS.

ABTOMATH3MPOBAHHASI CHCTEMA — CHUCTEMa, COCTOsILAs M3 I[EpCOHANa M KOMIUIEKCa
CPECTB aBTOMATHU3aLlUHU €ro JeSTEIbHOCTH, PeAIN3yIomas HHPOPMAIMOHHYIO TEXHOJIOTHIO BBINOJ-
HEHHS YCTAaHOBJICHHBIX (DYHKIUH.

AyTeHTHQUKALUS OTHPABHUTEN JAHHBIX — MOATBEPKICHUE TOrO, YTO OTIPABUTEND II0-
JyYEHHBIX JIaHHBIX COOTBETCTBYET 3as1BJIEHHOMY.

be3onacHOCTh MEPCOHAIBHBIX JAHHBIX — COCTOSIHUE 3aIUIIEHHOCTH NIEPCOHAIBHBIX JaH-
HBIX, XapaKTepu3yeMoe CIIOCOOHOCTHIO NOJIb30BaTeNel, TEXHUUECKUX CPEJICTB U MH(DOPMAIIMOHHBIX
TEXHOJIOTHH 00ecneunTh KOH(UACHIMATBLHOCTD, EIOCTHOCTh M JIOCTYITHOCTh IEPCOHAIBHBIX JaH-
HBIX IIPU X 00pa0bOTKe B MHPOPMAILIMOHHBIX CUCTEMAX MEPCOHAIbHBIX JAHHBIX.

BiokupoBaHue MepcoHANBHBIX JAAHHBIX — BpEMEHHOE IpeKpaleHue coopa, cucremaru-
3aluy, HAaKOIUICHWs], UCIIOJIb30BAaHUs, PACIIPOCTPAHEHMs NIEPCOHANBHBIX JAHHBIX, B TOM YHCIE MX
neperavH.

Bupyc (koMnbOTEpPHBIH, NPOrPAMMHBINH) — UCIIOJHIEMBIM IPOrPAMMHBIA KOJ WU WH-
TEpIPETUPYEMBII HAOOp MHCTPYKLUH, 00J1aAat01Uil CBOMCTBAMH HECAaHKLIMOHUPOBAHHOI'O pacrpo-
CTpaHeHus: U camoBocrnpousBeneHusa. CozaHHble AyOIMKaThl KOMIIBIOTEPHOTO BUpPYyCa HE Bcerja
COBMAJIAlOT C OPUTMHAIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHEUIIEMY PaclpOCTPaHEHUIO U ca-
MOBOCITPOU3BEICHUIO.

BpenonocHasi nporpamMmma — rnporpaMma, npeaHasHau€HHas NIl OCYLIECTBJICHUS HECAHK-
LIMOHUPOBAHHOIO JIOCTYNA U (WJIM) BO3CHCTBUS HA IEPCOHAIbHbIE JaHHbIE WM pecypchl HHPOpMa-
LIUOHHOM CUCTEMBI IEPCOHATILHBIX JaHHBIX.

BcenomorareibHbIe TEXHHYECKHE CPEICTBA H CHCTEMbI — TEXHUYECKUE CPEICTBA U CUCTE-
MBI, HE MpeHA3HAUEHHbIE Ui Mepeaun, 00paOOTKU M XpaHEHHUs IEPCOHAIbHBIX JaHHBIX, YCTaHaB-
JMBaeMble COBMECTHO C TEXHMUYECKMMHU CPEACTBAaMHU M CUCTEMaMH, MpeJHa3HaueHHBIMU JUIsl 0Opa-
0O0TKM NEPCOHANIbHBIX JIaHHBIX WA B IOMEIIEHUSX, B KOTOPHIX YCTAHOBJIEHbI HH(POPMAIIMOHHbIE CHCTE-
MBI [IEPCOHAIbHBIX JIaHHBIX.

JlocTynl B ONepalMOHHYIO Cpeay KOMIbIoTepa (MH(OPMALMOHHOI CHCTeMbl MepCOHAIbHBIX
JAAHHBIX) — MOJTyYEHHE BO3MOXKHOCTU 3aITyCKa Ha BBIMOJHEHHE INTATHBIX KOMaHJ, (DYHKIMH, TPOLEIyp
OTIEPAIMOHHON CUCTEMBI (YHHUUYTOXKEHUS, KOMMPOBAHMs, TIEPEMEIIECHHS U T.II.), MCHOIHAEMbIX (aiiioB
NPUKJIATHBIX [IPOrPAMM.

JlocTyn K uH(popManmm — BO3MOXKHOCTb ITOTy4eHHUs MTHPOPMAIIMK U €€ UCIIOJIb30BaHNUS.

3akJ1ai04HOe YCTPOICTBO — 3JIEMEHT CPEACTBA CheMa MH(OPMAIMH, CKPBITHO BHENPsIeMBI (3a-
KJ1a/IbIBAEMBII MM BHOCHMBII) B MECTa BO3MOKHOIO CheMa MH(OopMAaIiK (B TOM YHCIIE B OTPa’K/IeHUE, KOH-
CTPYKIMIO, 000pY/I0BaHHUE, IPEIMETHl HHTEPhEpa, TPAHCIIOPTHBIE CPEICTBA, A TAKXKE B TEXHUYECKHE Cpel-
CTBa M CHUCTEMbI 00pabOTKH UH(OpMALIHN).

3anmaemast uHpopmaimsi — HHGOpPMAIWS, SBILSIOIIASACS TTPEIMETOM COOCTBEHHOCTH M TIOJIE-
’KaIlasi 3allliTe B COOTBETCTBUU C TPEOOBAHHUSMU MPABOBBIX JOKYMEHTOB WM TPEOOBaHUSIMH, YCTaHABIIMBA-
€MBIMU COOCTBEHHMKOM MH(OPMAITUH.

HNpenmudmranms — nprcBoeHue cyobekTaM U 00beKTaM J0CTyIa uaeHTH(uKaTopa u (Wim) cpas-
HEHYE MPEebSBIEMOro HIICHTU(UKATOPA C IIepeYHEM PUCBOCHHBIX HAECHTU()UKATOPOB.

HNudopmMaTUBHBII CUTHAJ — JICKTPUYECKUE CUTHAIIBI, aKYCTUYECKHUE, AIEKTPOMArHUTHBIE U JIPY-
rue (uzuyeckre Mo, Mo MapameTpamM KOTOPBIX MOXET ObITh PacKpbiTa KOH(MHICHIMATbHAS WH(OpMAIs
(mepcoHabHBIE JaHHBIE) 00pabaThiBaeMasi B TH(POPMALIMOHHOM CHCTEME IEPCOHATIBHBIX JaHHBIX.

HNudopmanuonnas cucrema nepcoHaabHbIX JaHHbIX (MCIIIH) — nnpopmManmoHHas cu-
cTeMa, MpeJCTaBistoniasi co00il COBOKYIMHOCTh MEPCOHATBHBIX JAaHHBIX, COJEpKaIIMXcs B 0aze
JAHHBIX, a TaKKe MH(POPMALMOHHBIX TEXHOJOTHUH M TEXHUYECKHX CPEACTB, MO3BOJISIOMIUX OCY-
IIECTBIIATE 00pPa0OTKY TaKHUX MEPCOHAIBHBIX JAaHHBIX C MCIOJIb30BAaHUEM CPEJICTB aBTOMAaTHU3ALUU
iy 6€3 NCIOIB30BAHUS TAKUX CPEICTB.

HNudopmanmoHHble TEXHOJIOIMM — TIPOIECCHI, METOBI TIOMCKa, cOOpa, XpaHEeHWs, 0OpadOTKH,
NPEIOCTABIICHHS, PACTIPOCTPaHEHHsI NH(OPMAIIMK U CIIOCOOBI OCYIIECTBICHUS! TAKUX MPOIECCOB U Me-
TOJZIOB.



Hcnonb3oBaHue nepcoHAIbLHBIX JAaHHBIX — JICHCTBUA (ONEpaluu) ¢ IePCOHATbHBIMU JIaH-
HBIMH, COBEPILIAEMBIC ONEPATOPOM B LIENAX MPHUHATHUS PELICHUN UM COBEPIICHHS MHBIX JIEHCTBUH,
MOPOXKIAIOUINX FOPUINYECKHE MOCIEACTBUS B OTHOLIEHUN CyOBEKTa MEPCOHATbHBIX JAHHBIX WU
JOpyrux Jui Ju00 WHBIM 00pa3oM 3aTparMBalOUIMX MpaBa U CBOOONBI CyOBEKTa NEPCOHATBHBIX
JAHHBIX WU APYTUX JIHIIL.

Hcrounuk yrpo3sl 6e3onacHocTi MHGOPMALUM — CYOBEKT JIOCTYIIA, MATEPUAIBHBIA O0BEKT WIN
(uzIyecKoe sIBIeHHUE, SBILIOIMECS PHYUHON BOZHUKHOBEHUS YIPO3bl 0€30MacHOCTH HHGOpMAIUH.

KonTpo/mpyemasi 30Ha — IpOCTpaHCTBO (TEPPUTOPHS, 30AHUE, YACTh 3aHUS], IOMEILEHHE), B KOTO-
POM HCKITFOUYEHO HEKOHTPOIIUPYEMOE MpeObIBaHNE TIOCTOPOHHUX JIUII, & TAKXKE TPAHCIIOPTHBIX, TEXHUIECKUX
Y UHBIX MaTepHAITbHBIX CPEJICTB.

KonduaeHmaabHOCTh NePCOHATBHBIX TAHHBIX — 00s3aTeIbHOE ISl COOJIOJICHUSI OTIEPaTOpOM
WM UHBIM TOTYYMBIIUM JIOCTYI K MEPCOHATBHBIM JAHHBIM JIMIIOM TpeOOBaHKE HE JIOMYCKaTh UX pachpo-
cTpaHeHue 0e3 corviacks CyObeKTa EPCOHATBHBIX JJAHHBIX WM HATMYMS MHOI'O 3aKOHHOI'O OCHOBAHMSI.

Me:kceTeBoil 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WM (YHKIHMOHAILHO-PACTIPEIETICHHOE
MporpaMMHOE (TIPOrpaMMHO-AMIIAPATHOE) CPEACTBO (KOMILIEKC), PeaT3yIoIIee KOHTPOIIb 32 HH(pOpMAIIUEH,
MOCTYTIAIOIIEH B MHPOPMALIMOHHYIO CUCTEMY MEPCOHATBHBIX TAaHHBIX U (WITH) BBIXOAIICH 13 nHpopmaru-
OHHOM CUCTEMBI.

Hapymmrens 6e30aCHOCTH MEPCOHAIBHBIX JAHHBIX — (I3UUECKOE JIMILIO, CIy4YaiHO W TIpe-
HAMEPEHHO COBEPILUAOLIEE JECHCTBYS, CIEACTBUEM KOTOPBIX SBISIETCSA HapyIIEHHE OE30ITaCHOCTH NEPCOHATIb-
HBIX JIJAHHBIX MPU UX 00pabOTKe TEXHMYECKUMU CPEACTBAMU B MH(OPMAIMOHHBIX CHCTEMaX MePCOHAIBHBIX
JTAHHBIX.

HeaBToMaTusnpoBanHasi 00padoTKa NMepcoHAJbHBIX JAaHHBIX — 00pabOTKa MEepCcoHAlb-
HBIX JaHHBIX, COAEPKAIIMXCS B WH(POPMAIMOHHON CHCTEME MEePCOHANBHBIX JaHHBIX JHOO H3BIIE-
YEHHBIX M3 TAaKON CHUCTEMBbI, CYUTAETCS OCYIIECTBICHHON 0€3 UCIOJIb30BaHUS CPEACTB aBTOMATH3a-
MU (HEaBTOMAaTU3UPOBAHHOMN), €CIIM TaKue JEHCTBUS C IEPCOHATBHBIMU JAHHBIMH, KaK UCIIOJIb30-
BaHHe, YTOUHEHHE, PACIIPOCTPAaHEHUE, YHUUTOKEHUE NTEPCOHAIBHBIX ITAHHBIX B OTHOIIEHUH KaXK]0-
ro U3 CyObEKTOB MEPCOHAIBHBIX JaHHBIX, OCYLIECTBIISIIOTCS IIPU HEMOCPEICTBEHHOM Yy4acTUU 4Ye-
JIOBEKa.

HenexiapupoBanHble BO3MOKHOCTH — (DYHKIIOHAIBHBIE BO3MOYKHOCTH CPEJICTB BBIYMCIIUTENb-
HOW TEXHUKU, HE OIMCAHHBIE WIH HE COOTBETCTBYIOIME ONMCAHHBIM B IOKYMEHTALH, TIPH UCIIOJIb30BaHUH
KOTOPBIX BO3MOYKHO HapylIeHHEe KOH(DUIEHIMAILHOCTH, JOCTYITHOCTH WM LIEJIOCTHOCTH 00pabaThiBaeMoi
UH(pOpPMAIIHH.

HecaHKkumoHMpoBaHHBIH 10CTYH (HECAHKIIMOHUPOBAHHbIE el CTBHS) — JOCTYI K MH(OpMaLiu
WIH JISUCTBUS ¢ MH(pOpMalvel, HapyIIAroIHe MMpaBUiIa pa3rpaHUUeHust JOCTYyIA C UCTIOIb30BaHNUEM ILTaT-
HBIX CPEJICTB, IPEAOCTABISEMbIX HMH(POPMAIIMOHHBIMU CHUCTEMAaMH IEPCOHATIBHBIX JTAHHBIX.

Hocurenab nagopmammm — Gpu3nyeckoe U0 WK MaTepUaIbHbI O0BEKT, B TOM YHCIe Qu3Hye-
CKOe 110J1€, B KOTOPOM MH(OpMAaIIMs HAXOUT CBOE OTPAXKEHUE B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHU-
YECKHX PEIICHUH U TIPOLIECCOB, KOMMYECTBEHHBIX XapaKTePUCTHK (PU3MUECKUX BEIUYHH.

O0e3IMuYMBaHNe MEPCOHAIBHBIX JaAHHBIX — JIEUCTBUSA, B PE3YJIbTaTE KOTOPHIX HEBO3MOXK-
HO ONpEAETINTh MPUHAICKHOCTh EPCOHANBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEepCOHAIBHBIX
JTAHHBIX.

O0pa0oTKa NMepCOHAJbHBIX JAHHBIX — JCHCTBUS (OMepanyu) C MEPCOHAIBLHBIMU JTAHHBIMHU,
BKJTIOYast COOp, CHCTEMaTH3aIINIO, HAKOIUICHHE, XpaHEeHNe, YTOUHEeHHE (OOHOBIICHHE, N3MEHEHHE), UCTIONb-
30BaHUE, paclpoCcTpaHeHHe (B TOM YHCIIe Tiepeiady), 00e3IMurBaHue, OJIOKUPOBaHUE, YHUUTOXKEHHUE TIep-
COHAJIbHBIX JAHHBIX.

OO0menocTynHble NEPCOHANBbHBIC JaHHbIC — [IEPCOHAIBHBIE JIAaHHBIE, JOCTYI HEOTpaHU-
YEHHOI'0 KpyTa JIUI K KOTOPBIM MPEJOCTaBIIEH C COTIacHsl CyObeKTa MepCOHAbHBIX JaHHBIX WU Ha
KOTOpbIE B COOTBETCTBUH C (e/iepaJbHBIMU 3aKOHAMU HE PACIpOCTpaHseTcss TpeOoBaHUE COOIIO-
JeHUS] KOH(PHUAECHINATbHOCTH.

Oneparop (MepcOHANBHBIX JAAHHBIX) — TOCYJAPCTBEHHBI OpraH, MyHUIMIAJIbHBIA OpraH,
IOPUIMUECKOE WITH (PU3UUECKOE JIMII0, OPTraHU3YIoIIee U (WJIM) OCYIIECTBIISIIONIEe 00padOTKY MepCoOHAThb-
HBIX JIAHHBIX, a TAKXKE ONPEICIISIOLINE IIEJIH U COACpKaHie 00padOTKHU MEPCOHATBHBIX TAaHHBIX.



IlepexBat (MH(pOpMAaLMU) — HETIPABOMEPHOE MOTyYeHHE MH(GOPMAITUHN C HCIIOIb30BaHHEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIETr0 OOHApYKEHHE, TPHeM U 00paboTKy MH(GOPMATUBHBIX
CUTHAJIOB.

IlepcoHajibHbIe AaHHBIE — JF00ass WHPOPMALUSA, OTHOCALIASCA K OIPEACTICHHOMY WIIH
oTpeNieNieMOMY Ha OCHOBAaHUM TakoW MHPOpMauuu (U3N4ecKoMy JUIy (CyOBeKTy MepCOHATbHBIX
JAHHBIX ), B TOM YHCJE ero (haMuins, UMsi, OTYECTBO, I'OJ], MECSII, 1aTa U MECTO POXKACHUS, aapec,
ceMeifHoe, colMalbHOe, UMYIIECTBEHHOE MOJ0KEeHUe, o0pa3oBaHue, mpodeccus, J0X0Ibl, Apyras
uHpOpMaIIHSL.

ITo0ouHbIe 31eKTPOMATHUTHBIE U3JIy4YeHUsS] 1 HABOAKHU — 3JICKTPOMAarHUTHbIC U3JIy4EHUs
TEXHUYECKUX CPEJICTB 00pabOoTKU 3aluiiaeMoil nHGopMaIiy, BOZHUKAIOIINE KaK MOO0OYHOE sIBIie-
HUE€ U BBI3BAHHBIC AJICKTPUUYECKUMHU CUTHAJIAMU, JCHCTBYIOUIUMU B UX JJIEKTPUUECKUX U MArHUT-
HBIX IEMX, a TAKXKE JIEKTPOMArHUTHBIE HABOJIKM STUX CUTHAJIOB HAa TOKOIPOBOASIINE JIUHUHU, KOH-
CTPYKLIMH U LIETIH MTUTAHUS.

IMoanTHKAa «YMCTOrO CTOJIA» — KOMILJIEKC OPraHU3AlIMOHHBIX MEPONPUATUH, KOHTPOIUPY-
IOLUX OTCYTCTBHUE 3aIIMChIBAHNS Ha OyMaKHbIE HOCUTENH KJIIOUed U aTpuOyTOB J10CTyMa (aposieil)
U XpaHEeHHs UX BOJIM3H 0OBEKTOB JOCTYIIA.

ITosb30BaTesib NHPOPMALMOHHON CHCTEMBbI NMEPCOHATbHBIX JAHHBIX — JIUIIO, YYacTBY-
folee B (PyHKIIMOHUPOBAHUU HWH(OPMAITMOHHON CHCTEMbI MEPCOHATIBHBIX JAHHBIX WM HCIOIb3Y-
IOIIEe PE3YNIbTATHI €€ ()YHKIIMOHUPOBAHHSI.

IIpaBuia pa3rpaHuYeHUsi JOCTYNA — COBOKYITHOCTb MPAaBWJI, PErIaMeHTUPYIOIINX MpaBa
JIOCTyTa CyOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA.

IIporpammuasi 3akjajgKa — KoJi IpOrpamMMbl, IPeJHAMEPEHHO BHECEHHBIM B MPOTPaMMy C
LEJIbI0 OCYLECTBUTh YTEUKY, U3MEHUTh, OJOKHpPOBaTh, YHUUTOKUTh MH(OPMALUIO WX YHUYTO-
KUTh U MOJUGPUIIUPOBATH IPOTrpaMMHOE obecriedeHre HHHOPMAITMOHHON CUCTEMBI MEPCOHATBHBIX
JAHHBIX U (WIK) OJOKUPOBATH alapaTHBIE CPEJICTBRA.

IIporpamMmmHoe (MpPOrpaMMHO-MaTeMaTH4YeCKOE) BO3JEHCTBHE — HECAHKIMOHUPOBAHHOE
BO3/ICIICTBHE Ha pecypchbl aBTOMaTU3UPOBAHHONM MH(POPMAIIMOHHON CHCTEMBI, OCYILECTBISIEMOE C
MCIIOJIb30BAaHUEM BPEIOHOCHBIX MPOTPAMM.

PackpbiTHe NepCcoOHANBbHBIX JAHHBIX — YMBIIUIEHHOE WM CIIy4alilHOE HapylleHue KOHpU-
JIEHIIUATbHOCTH MEPCOHATBHBIX JaHHBIX.

PacnipocTpaHeHue NepcOHAJBHBIX JAHHBIX — JICHCTBUS, HalpaBJIEHHbIE Ha Iepenady
MEPCOHANIBHBIX JAHHBIX OMNPEEICHHOMY KpYry JdIl (Iepefadya MepCOHAIbHBIX NAHHBIX) WM Ha
03HAKOMJIEHHE C MEPCOHAIbHBIMU JJAHHBIMU HEOIPAaHUUYEHHOTO KpyTa JIMII, B TOM 4Kcie 00Hapoo-
BaHUE MEPCOHANBHBIX JaHHBIX B CPEACTBaX MacCOBOHW MH(pOpMAIuH, pa3MelleHue B uHdopmaiu-
OHHO-TEJIEKOMMYHUKAIIMOHHBIX CETAX WM MpPENOCTaBIE€HUE JOCTyNa K MEPCOHAIBHBIM JaHHBIM
KaKMM-JIHOO UHBIM CIIOCOOOM.

Pecypc mH(pOpMALIMOHHOM CHCTEMbI — UMEHOBAaHHbBINA 3JIEMEHT CHCTEMHOI0, TPUKJIATHOTO
WM alnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMAIIMOHHON CUCTEMBL.

CrnenmnanbHble KATETOPUH MEPCOHAIBHBIX JaAHHBIX — [IEPCOHANILHBIE JaHHbIE, KaCaIOIIu-
€csl PacoBOM, HAIIMOHAIBHOM MPUHAICKHOCTH, TOTUTUIECKUX B3TJISA0B, PEIIUTHO3HBIX WX (puito-
cockux yOeKIEHHM, COCTOSHUS 3J0POBbSl U MHTUMHOM JKU3HU CyOBEKTa EPCOHANIbHBIX JaHHbBIX.

Cpencrea BBIMHCIMTEIbHOI TEXHUKH — COBOKYITHOCTb ITPOIPAMMHBIX M TEXHUUECKHX AJIEMEHTOB
cHCTeM 00pabOTKH TAHHBIX, CIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSITEIIBHO HJIM B COCTaBE JAPYTHX CH-
CTEM.

Cy0bekT 1ocryna (cy0obeKT) — JIMIIO WK MPOIIeCC, JEHCTBHIS KOTOPOTO PEriIaMeHTUPYIOTCS TIpa-
BUJIAaMU pa3rpaHUYeHUs 10CTyMa.

Texnuyeckuii KaHa1 yredkd UHGOPMAIIMN — COBOKYITHOCTh HOCUTES MH(MOPMAIH (CpencTBa
00paloTKM), (PU3HUECKOIl CpesIbl paciipoCTpaHeH!sT MH(OPMATUBHOTO CUTHAJIA M CPEICTB, KOTOPBIMHU JI0-
ObIBacTCS 3aruInacMas “HGoOpMaItus.

Texnnueckne cpeacrsa MH(POPMANMOHHONW CHCTeMbl NMEPCOHAJBHBIX JAHHBIX — CpPEICTBA
BBIUUCIIUTEIILHON TEXHUKH, NH(OPMAIIOHHO-BHIUMCIIUTENBHBIE KOMIUIEKCHI M CETH, CPENICTBA M CHUCTEMBI
niepesaun, nprema u oopadotku I1/Tx (cpencTsa 1 cUCTEMbI 3ByKO3aIHCH, 3BYKOYCHIICHHSL, 3BYKOBOCTIPOH3-
BEJICHUSI, TIEPETOBOPHBIE U TEJIEBU3HOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJICHHUS, TUPAKUPOBAHUS JIOKY-



MEHTOB M JPYTHe TEXHMUECKHE CPEICTBA 00PAOOTKH pedeBOM, TpaduecKo, BHICO- M OYKBEHHO-TTU(POBOH
uH(pOpMAIHH ), IPOTPAMMHBIE CPEZCTBA (OTIEpPAIIOHHBIE CUCTEMBI, CHCTEMBI YIIPaBJICHHs 0a3aMu JaHHBIX U
T.IL.), CPEACTBA 3ALUTHI HH(POPMAIUH, IPUMEHSEMBbIE B UH(DOPMAIIMOHHBIX CUCTEMAX.

TpancrpanuyHasi nepeaya nepcoHAIbHBIX JAaHHBIX — Tepeada MePCOHATBHBIX JaHHBIX
onepatopoMm yepe3 ['ocymapctBeHnyto rpanunly Poccuiickoit ®denepauuu opraHy BJIACTH HHO-
CTPAaHHOTO TOCY/IapPCTBA, GPU3NIESCKOMY HITU IOPUIMYECKOMY JIUIy HHOCTPAHHOTO TOCY/1apCTBa.

¥Yrpo3bl 6e30NaCHOCTH NMEePCOHAIBHBIX IAHHBIX — COBOKYITHOCTh YCJIOBUH M (haKTOpPOB, CO3/aI0-
IIMX OIIACHOCTh HECAHKLIMOHWPOBAHHOIO, B TOM YMCIIE CIIy4aiiHOro, J0CTYIA K IEPCOHAIBHBIM JTaHHBIM,
pE3yNbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE, U3MEHEHHe, OJIOKMpPOBAHKE, KOMUPOBAHHUE, PacIpo-
CTpaHEHHUE MEPCOHATBHBIX JaHHBIX, a TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUI TPHU UX 00pabOTKE B
MH(DOPMAIIIOHHOM CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUYTOKeHHe MEePCOHATBHBIX JAHHBIX — JICUCTBUS, B pe3yJIbTaTe KOTOPHIX HEBO3MOXKHO BOC-
CTaHOBUTH COJICPKaHKE IIEPCOHATBHBIX IAHHBIX B UH()OPMAIIMOHHOM CHCTEME ITEPCOHATBHBIX JAHHBIX I B
pe3ynbTare KOTOPBIX YHUUTOXKAIOTCS MaTepUaIbHbIe HOCUTEIHU MEPCOHATBHBIX IaHHBIX.

Yreuka (GaumiaemMoi) MHPOPMAIMU MO0 TEXHUYECKHUM KaHAJIAM — HEKOHTPOJIMPYEMOE pac-
MpOCTpaHeHHe HHPOPMAILIMK OT HOCUTEIIS 3alllUIaeMoi HH(POPMAIIMK Yepe3 (PU3NUECKYIO cpely 10 TeXHHU-
YeCKOT'0 CPEe/ICTBA, OCYILIECTBILIIOIIETO IIepeXBaT HHPOPMALIHH.

Ysa3BuMocTb — €1adoCTh B CPENICTBAX 3aIIUTHI, KOTOPYIO MOYKHO HCIIOB30BaTh JUIS HAPYILICHHS
CHCTEMbI WU COZIeprKallieiicsl B Hell HH(OpMAaLIUH.

LenocTHoCcTh MH(OPMAIIMM — CIIOCOOHOCTH CPEICTBA BBIYUCIUTEIHLHON TEXHUKH WM aBTOMATH-
3UPOBAHHOM CHCTEMBI 00€CTICYNBATh HEM3MEHHOCTh MH(OPMALIMHN B YCIIOBUSIX CITy4aifHOTO W/HIH TIpeHa-
MEPEHHOT'0 HCKaKEHUS (pa3pyIeHus ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTHBHpYCHBIE CpEICTBA

APM — aBTOMaTH3MpOBaHHOE paboyuee MECTo

BTCC — BcnoMoraresbHble TEXHUYECKUE CPEJICTBA U CUCTEMBI
NCITJIH — nadopMalmoHHast CUCTeMa IMePCOHATTBHBIX JaHHBIX
K3 — xonTponupyemas 30Ha

JIBC — nokanbHast BBIMMCIUTENbHAS CETh

MD — mexceTeBoi 3KpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JOCTYIT

OC — omnepalmoHHas CUCTEMa

OY — 00pazoBarenbHOE yUpeKIeHNE

[T/ — nepcoHabHbIE JaHHbIE

IIMB — nporpaMMHO-MaTeMaTU4eCKOE BO3ICHCTBUE

ITO — nporpamMmmHOE oOecTicUeHHE

[TOMUH — nnoGouHbIe ANEKTPOMArHUTHbIE N3ITYy4EHHS U HABOIKU
CA3 — cucrema aHaiau3a 3alIAIIEHHOCTH

C3U — cpencTBa 3amuThl HHGOPMAITUH

C3I1du — cucteMa (moacucTeMa) 3aliThl IEPCOHATBHBIX JaHHBIX
COB — cuctema 00HapyKeHUsI BTOPKEHUIN

TKYU — Texnndeckue KaHabl yTeUKd HHOpMAIN

VYBII/IH — yrpo3s! 6€30IacHOCTH ITEPCOHATBHBIX TAHHBIX

AWDB — AnmunarcTparop HHPOPMAITMOHHON O€30ITaCHOCTH



BBEJIEHUE

Hacrosmas [Tonutrka napopmannonnoi 6ezonacHoctH (nanee — [lomuruka) MAOY «IPP
— nerckuit can «YibiOkay (nanee - OY) sBisercs opunmanbHbM qokymeHToM JJOY.

[TonmuTuka paspaboTaHa B COOTBETCTBHH C LIETSMU, 3a/1a4aMH U NMPUHIIUIAMHU 00eCIICUeHUS
0€30I1aCHOCTH NIePCOHANBHBIX JTaHHBIX, H3JI0KEeHHBIX B KoHuenmmu nHpopmaronHoi 6e3omacHo-
ctu UCIT/Ia OVY.

[Tonutuka paspaboTaHa B COOTBETCTBUHU ¢ TpeOoBaHusMu DepepaqbHOro 3aKoHa OT 27
utosig 2006 1. Ne 152-03 «O nepconanbHbIX maHHbIX» U [locTtanoBnenus [IpaButensctBa PO ot
01.11.2012 Ne 1119 «O6 ytBepkeHun TpeOOBaHMI K 3aIUTE EPCOHATBHBIX JaHHBIX MPU UX 00-
paboTke B MH(POPMALMOHHBIX CHCTEMAaxX MEePCOHAIBHBIX TaHHBIX», HA OCHOBAHUU:

= «PCKOMCHI[aI_[I/Iﬁ o obecrneyeHHnIo 0e30IMacHOCTH NEPCOHATIBHBIX JAaHHBIX IIPU HX 06pa—

0oTke B MH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX)», YTBEPKICHHBIX 3aMECTHTEIIEM TH-
pektopa ®CTIK Poccum ot 15.02.2008 r.;

- «TunoBeIx TpeOOBaHMU O OpPraHU3AIMK U OOECTeYeHHI0 (DYHKIIMOHUPOBaHUs MHDpPO-
BaJIbHBIX (KpUMOTOrpadUyecKuX) CpeACTB, MpeJHA3HAYCHHBIX JIJIS 3alUThl HHPOPMAIIHH, HE COIEP-
JKallel CBEIEHUH, COCTaBISIOIIMX TOCYJAapPCTBEHHYKO TalHY B CIIy4ae UX HCIOJIb30BAaHUSA IS
obecrnieueHrs 0€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMAIMOHHBIX CH-
CTeMaxX IMEPCOHAIbHBIX [aHHBIX», YTBEPXKACHHbIX pykoBoiacTBoM & llentpa @®CH Poccumn
21.02.2008 r. Ne 149/6/6-662.

B Ilonutuke ompeneneHsl TpeOOBaHMS K MEpCOHAy, 3aAeiicTBOBaHHOMY B pabore ¢ MC-
[11a JOVY, crenenb OTBETCTBEHHOCTH MEPCOHAIA, CTPYKTYpa U HEOOXOAUMBIM YPOBEHB 3alUIIEH-
HOCTHU, CTaTyC U JOJKHOCTHBIE 00SI3aHHOCTU COTPYIHUKOB, OTBETCTBEHHBIX 3a o0ecreueHue 0es3-
onacHocTH nepcoHanbHbIX qaHHbIX B UCIIIu OV,



1. O01ue mo10xKeHus

Llenbto Hacrosimei [lonutuku siBnsieTcss obecrnieyeHHe 0€30MAaCHOCTH OOBEKTOB 3alllUTHI
JOVY ot Bcex BUAOB yrpo3, BHEIIHUX U BHYTPEHHUX, YMBIIIJICHHBIX U HEMIPETHAMEPCHHBIX, MUHU-
Mu3aIms ymepoa oT BO3MOXKHOM peanusanuu yrpo3 6e3omacaoctu [1JIn (YBII/IH).

Bbe3onacHOCTh MEPCOHANBHBIX JAHHBIX JOCTUTACTCSA IYTEM HCKIIOUEHHS HECAaHKIMOHHUPO-
BaHHOTO, B TOM 4YHCII€ CIIy4allHOTO, OCTyHa K MEpPCOHAJIbHBIM JaHHBIM, PE3YyJIbTaTOM KOTOPOTO
MOYXET CTaTh YHHYTOKEHUE, U3MEHEHHUE, OJIOKMpOBaHHE, KOMMPOBAHUE, PACIPOCTPAHEHUE TIEPCO-
HAJIbHBIX JAHHBIX, @ TAKKE MHBIX HECAHKLIIMOHUPOBAHHBIX JACHCTBUH.

Wudopmanivs u cBsizaHHbIE C HEH pecypchbl JOHKHBI ObITh JOCTYIHBI JIJIs1 aBTOPU30BAHHBIX
nojb3oBarenei. J{OMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHApy>KEHHE W pearupoBaHHe Ha
yrpo3bl 6€30MACHOCTH MEPCOHATIBHBIX IaHHBIX.

JIOIKHO OCYIIECTBIISTHCS MPEIOTBPALICHHE MTPETHAMEPEHHBIX WM CIYYaiHbIX, YACTHYHBIX
WM TIOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAU(PUKAIIUN HIIK YHUYTOKEHUS JaHHbIX.

CoctaB 00BEKTOB 3alIUTHI MTPECTABIICH B MIEPEYHE 3aLTUIIAEMON HH(POpMaIUH.

Cocras UCIIIH moanexamux 3amuTe, npeacrapieH B OTueTe 0 pe3ynbrarax npoBeleHus
BHYTPEHHEHN IIPOBEPKH.

2. O0aacThb geiicTBUA

TpeboBanus Hacrosimiei [1oMUTHKN pacipOCTpaHSIOTCS HAa BceX coTpyaHukoB OV (mrat-
HBIX, BDEMEHHBIX, pa0OTAIOIIKMX 110 KOHTPAKTY H T.II.), & TAK)KE BCEX MPOYUX JIHI] — IPEICTABUTEIICH
OpraHu3alvii, KOTOpbIe HAXOMAATCS B JOTOBOPHBIX OTHOIICHHSIX ¢ OV (MOAPSIYUKH, ayJAUTOPHI U
T.IL.).

3. CucreMa 3alIMTHI NEPCOHATBHBIX TaHHBIX

Cuctema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1/IH) cTpouTCst Ha OCHOBAHUU:

- Otuera o pe3ysbTaTax MpOBEICHUS BHYTPEHHEN MPOBEpKH (pa3zpabaThiBaeTcs MHAUBHUIY-
QJIBHO JUI1 00pa30BaTENILHOTO YUPEXKICHUS);

- Ilepeuns 3amumniaemoi uHGopMaluy,

- Mogenu yrpo3 0e301acHOCTH MEPCOHAIBHBIX JaHHBIX (pa3padaThIBaeTCs MHAUBUAYAIBHO
JUIs 00pa30BaTENbHOIO YUPEXKICHHS);

- IlonosxeHus o pa3rpaHUYeHUH MpaB JOCTYIa K 00padaTbIBa€MbIM MEPCOHAIBHBIM JaHHBIM
(PazpemuTenbHas cuctemMa 10CcTyna K IEPCOHATBHBIM JaHHBIM);

- PykoBogsamux nokymentoB @CTOK u ®Cb Poccun.

Ha ocHoBaHMM 3THX JOKYMEHTOB OINpeAenseTcss HeOOXOAMMBIH ypOBEHb 3alUIIEHHOCTH
[Idn xaxnoit UCII[x OY. Ha ocHoBaHMM aHanu3a akTyalbHbIX yrpo3 Oe3omacHoctH I1/IH, omnu-
caHHoro B Mozenn yrpo3 u Otdera 0 pe3yibTaTax IPOBEICHHS BHYTPEHHEW NMPOBEPKH, AEIAECTCS
3aKJIF0OYEHHE O HEOOXOJMMOCTH UCIOJIb30BaHUS TEXHUYECKUX CPEJICTB U OPTaHU3ALMOHHBIX MEPO-
npusituii 1y ooecnieuenusi 6e3omacHoctu [1/[H. BeiOpanHnpie HE0OX0aMMBIE MEPOTIPUATHS OTpa-
xarotcd B [lnane meponpusaruii mo obecnevenuto 3amutsl [1/1H.

- s kaxaout UCII/IH cocTaBieH CIMCOK UCMOJIb3yeMbIX TEXHUUECKUX CPEACTB 3aIUTHI, a
TaKXe MpOorpaMMHOro oOecreyeHus, ydacTBymomero B oopadorke I1/[n Ha Bcex anementax MC-
I1/1H.

B 3aBucumMoctu ot ypoBHs 3amumeHHoctd UCII/IH n aktyanssbix yrpos, C3I1/1x Biroua-
€T CJIEAYIOLME TEXHUYECKUE CPEICTBA!

- aHTUBHUPYCHBIC CPEJICTBA I PaOOUYNX CTAHIIUI TOJIB30BaTENIel U CEPBEPOB;

- cpencTBa KpunTorpaduveckoil 3amuThl HHPOPMALUK, MIPH Mepeaade 3aluiaeMo WH-
dbopmaru o KaHaJIaM CBSI3H.


Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

Taxke B CIMCOK BKJIIOYEHBI (DYHKLUU 3alIUThI, 00eClIeYnBaeMble ITATHBIMU CPEJICTBAMU
o0pabotku I1/lH onepanioHHBIMU cucTeMaMu, npukiIaaHbM [10 1 ciennanbHBIMA KOMITJIEKCaMHU,
peaTu3yLUMMU CpeaCcTBa 3aUThl. CIIUCOK (PYHKIUH 3alIUThl BKIIOYAET:

- YIPAaBJICHUE U Pa3rPaHUYEHUE TOCTYIA I10JIb30BaTCIICH;

- PETUCTpAIUIO U YYET JeHCTBUI C HH(pOpMAIHEH;

- oOecrnieueHue LEeJIOCTHOCTH JAHHBIX;

- oOHapy>XeHHUE BTOP>KEHUH.

CHHCOK HUCIOJIb3yeMbIX TEXHHUECKUX CPEICTB oTpakaercs: B [imane MeponpusTuii mo odec-
MEYCHUIO 3aIUTHI IEPCOHATBHBIX JAHHBIX U MOJJIEPKUBACTCA B aKTyaJlbHOM cocTostHud. [Ipu u3-
MEHEHHUH COCTaBa TEXHUYECKUX CPeNCTB 3amuThl win 3neMentoB UCII/IH, cooTBeTCTBYIOMINE U3-
MeHEeHUs BHOCATCS B CIIMCOK U yTBepkaroTces 3apeayromnmm [0V,

4. TpeooBanus k noacucremam C3I1In
C3I1/Ix BirO9YaeT B ceOst CIEAYIONINE TOICUCTEMBI:

- YIPaBJIEHUS TOCTYIIOM, PETUCTPALIUU U YUETa;
- obecrieueHus IEJIOCTHOCTH U IOCTYITHOCTH;

- QHTUBUPYCHOM 3aILUTHI;

- aHaJIM3a 3aIIHIIEHHOCTH;

- KpunTorpadu4eckou 3aiuThl.

[Toncucremsr C3IIJIH uMeroT paziauuHy0 (YHKLIHMOHAIBHOCTh B 3aBUCHUMOCTH OT KJlacca
WCIIH, ompeneneHHoro B AkTe KiaccUpUKAMK HH(OOPMAIIMOHHONW CHUCTEMBI IEpCOHATBHBIX
naHHbIX. Cnucok cooTBeTcTBUsA (hyHKIMMA noacucreM C3I1/[H knaccy 3alUIIEHHOCTH PeACTaBIeH
B [Ipunoxenun 1.

4.1. TloacucTeMbl yNpaBJaeHUs TOCTYNIOM, PerHCTPAIME H YUeTa
[Toxcucrema ympaBiieHUs JOCTYIIOM, PETUCTPAIlMU M YUeTa IpelHa3HaueHa AJsl peaau3alun
cienyomux GyHKIMM:
- UIeHTU(UKALIUY U TIPOBEPKHU MOUIMHHOCTH CYOBEKTOB AocTymna npu Bxojae B UCTI/IH;
- WICHTU(UKAIINA TCPMUHAIIOB, Y3JI0B CETH, KAHAJIOB CBSI3W, BHEIITHUX YCTPOUCTB IO JIOTH-
YEeCKUM HMEHaAM;
- UIeHTU(UKAIUKA TPOrpaMM, TOMOB, KarTajoros, (aiimoB, 3amuceid, moyied 3amuceld Mo
HMEHaM;
- peructpanuu Bxoja (BbIX0Ja) CyObEKTOB JOCTyNa B CUCTEMY (U3 CHUCTEMBI), OO peru-
CTpaIli 3arpy3KH W WHUITHATH3AINH OTICPAIlMOHHON CHCTEMBI H €€ OCTaHOBA.
- perucTpanuy MOMbITOK JOCTYyMa MPOTPAMMHBIX CPEACTB (Iporpamm, MpOIECCOB, 3aad,
3a/laHuil) K 3alMIaeMbIM (aiinam;
- perucTpaIyy MOMBITOK JOCTYIAa MPOTPAMMHBIX CPEJICTB K TEPMHHAJIaM, KaHaJlaM CBSI3H,
mporpaMmam, ToMaMm, Katajioram, ¢aiinam, 3amucsm, oJsM 3arucen.
[ToxcucTema yrpaBiaeHUs TOCTYIIOM pealn30BaHa ¢ MIOMOIIBIO MITATHBIX CPEACTB 00padboT-
ku [1/11 (onepanuoHHbIX cuctem, npuioxkeHnid u CYB/I).

4.2. TloncucreMa aHTUBUPYCHOM 321U THI

[Toncucrema aHTUBUPYCHOW 3allIMTHI MpeAHa3HAUeHa UIg oOecleueHus aHTUBUPYCHOM 3a-
muThl nonb3oBarened UCITIa JOVY.

CpencTBa aHTUBHPYCHOM 3aIIUThI IPEAHA3HAUEHBI [Tl pealli3aliy CAeAYOINX GYHKINN:

- pe3HICHTHBI AHTUBUPYCHBIH MOHUTOPUHT;

- AaHTHBHPYCHOE CKaHUPOBAHUE;

- CKpHIIT-0JIOKHPOBAHNUE;

aBTOMAaTU3MPOBAHHOE OOHOBJIEHNE aHTUBUPYCHBIX 0a3;

- OrpaHUYEeHHUE TMpaB IMOJb30BATEIS HAa OCTAHOBKY HCIIOJIHSEMBIX 3aJad U H3MEHEHUE
HACTPOEK aHTUBUPYCHOT'O MTPOTPAMMHOTO OOECTICUCHHUS,
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- aBTOMAaTUYECKHI 3aITyCK Cpa3y MOCIIEe 3arpy3KH OMEPAIMOHHON CHCTEMBI.
[Toncucrema peanmsyercs MyTeM BHEAPEHHSI CIIEUAIBHOTO aHTUBHPYCHOTO MPOTPaMMHOTO
obecnieuenust Ha Bce aneMenTsl UCIIJH.

4.3. IlopcucreMa aHAIN3a 3aIIMIIEHHOCTH

[Toncucrema aHanu3a 3aIIMIIEHHOCTH JOJDKHA OOeCeuuBaTh BBIABICHUS YSI3BUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B KoH(urypauuu I10 MCII[H, xoTopele MOTYT OBITH HCIIOJIb30BAaHBI
HapyIIUTEIEM JUIsl peau3alii aTakd Ha CUCTEMY.

OYHKIIMOHATBHOCTD OJCHCTEMBI MOXKET OBITh peain30BaHa MPOrPaMMHBIMH U IIPOTPaMM-
HO-aIllIapaTHBIMU CPEACTBAMM.

4.4, TloagcucreMa KpUNTOrpaduyecKoii 3aMThI

[Toncucrema kpunrtorpaduyeckoil 3amuThl npegHasHadeHa ans uckmouyenns HCJI x 3a-
muiraemoit napopmanuu B UCIT/In JIOY nipu ee nepenade mo kaHajgam CBS3U CETE 0OIIETro Moib-
30BaHUA U (WJIM) MEKIYHAPOJHOTO OOMEHA.

[Toncucrema peanu3yercs BHEIPEHHEM KPHUOTOrpadUyecKuX MpOrpaMMHO-aNIapaTHBIX
KOMILJIEKCOB.

5. Hoab3oBaTenu UCIIIn

B Konuenuuu nHdpopmManroHHOW 6€30MacHOCTH OMpPEIEIeHbl OCHOBHBIE KaTErOpPHH MOJb-
3oBatesieil. Ha ocHOBaHMHM STUX KaTeropuu mpousBeneHa Tunuzaius nonbzoBarenein MCIIH,
orpeziesieH UX YPOBEHb JIOCTYIA U BO3MOXHOCTH.

B UCII[In IOV Bce nosb3oBarenei, yyacTByromue B 00padOTKe U XpaHEHUU OTHOCSTCA K
KaTeropuu omneparopos APM.

JlaHHBIE O MOJIB30BATENAX, YPOBHE MX JIOCTYyIA U HHOOPMUPOBAHHOCTH OTpaxkeHbl B [loo-
YKEHUH O pa3TpaHUUEHUH MPaB JOCTYyMa K 00padaThiBaeMbIM MEPCOHATHHBIM JaHHBIM.

5.1. Onepatop APM

Onepatop APM - corpynuuk IOV, ocymectBistonuii 06padotky [1/In. O6pabotka I1/1H
BKJIIOYAET: BO3MOKHOCTh pocmoTpa I1/IH, pyunoii BBox [1/1n B cucremy UCII/IH, hopmupoBanue
CIIpaBOK U 0T4eTOB 1o MHpopmaiuu, nonydeHHoi uz UCIIJu. Onepatop HEe UMeEeT MOJTHOMOYHI
JUIs yIIpaBlIeHUs ojicucteMaMu 0opaboTku nanHbx u C3I1/1H.

Omnepatop UCIT/IH o6nanaer ciaeayrommuM YPOBHEM JTOCTYIA U 3HAHUNA:

- 0051a/1aeT BCeMH HEOOXOJUMBIMH aTpuOyTaMu (Harmpumep, naposem), o0ecrneunBaroMMu
JOCTYI K HEKOTOpOoMY noaMHOXkecTBY 11/1H;

- pacnoojaracTt KOH(i)I/IJleHHI/IaHI)HI)IMI/I AaHHBIMH, K KOTOPBIM UMECT JOCTYII.
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6. TpeOboBaHusI K MepcoHANy 1o obecneyenuto 3ammThl [11H

Bce corpynnuku IOV, sapnstommuecs: noas3oBatensiMu MCIIAH, 10KHBI YETKO 3HATh U
CTPOTO BBHINIOJHATH YCTAaHOBJICHHBIE MPaBHJIa M OOSI3aHHOCTH IO JIOCTYIY K 3alIMIIaeMbIM O0bEK-
TaM U COOJIIOJICHUIO IPUHATOr0 pexkuma 6ezonacHoctu I1J1H.

[Tpu BCTYIUIEHUH B TOJDKHOCTh HOBOTO COTPYAHMKA HENOCPEACTBEHHBIN HAYalbHUK, 00s3aH
OpraHU30BaTh €ro 03HAKOMJICHHE C JJOJDKHOCTHOM MHCTPYKLMEH U HEOOXOIUMBIMHU JIOKYMEHTAMH,
perimaMeHTHpyOUMMHE TpeOoBanus mo 3amute [1J[H, a Takxke oOydeHHe HABBIKAM BBITIOJTHEHUS
nporenyp, HeoOOXOAUMBIX JJIs1 CAHKLIMOHUPOBaHHOT O Hcnosb3oBanus MCII/IH.

CoTpyIHHMK JOJKEH ObITh O3HAKOMJIEH CO CBEICHMSIMU HacToswme IlonuTuku, npuHATHIX
npoueayp padotsr ¢ anementamu UCIu u C3I11H.

Corpynnuku JIOY, ucnonb3yroolue TEXHUYECKUE CPEACTBA ayTeHTU(UKALUU, IOJKHBI
o0ecrieynBaTh COXPaHHOCTh MIACHTU(UKATOPOB (IJEKTPOHHBIX Kimtoueil) u He pomyckatb HCJ k
HUM, a TaK € BO3MOXXHOCTb UX YTEpH HJIM HUCIIOJIb30BaHUS TpeTbUMHU juuamu. [lonb3oBaTenu
HECYT MEPCOHAILHYIO0 OTBETCTBEHHOCTD 32 COXPAHHOCTH HIICHTH(HUKATOPOB.

Corpynnauku JIOY NOIKHBI €I€10BaTh YCTAHOBIIEHHBIM IIPOLELypaM MOAAEPKAHUS PEKHU-
Mma Oe3zonacHoctu [1/IH npu BeIOOpE 1 UCHOIB30BaHUU MApOJIeH (€CIU HE UCIIOJIb3YIOTCS TEXHUYE-
CKHE CPEJICTBA ayTeHTU(UKALINN).

Cotpyanuxu IOV nomxHbl o0ecnieunBaTh HaAJIeXKallylo 3allUuTy 000pyAOBaHUs, OCTaBIIsA-
emMoro 6e3 MpucMoTpa, 0COOEHHO B TEX ClIydasiX, KOrJa B OMELICHHE UMEIOT JOCTYI IOCTOPOHHUE
muna. Bee nonb3oBaTenu J0MKHBI 3HaTh TpeboBanus o 6e3omnacHocty [1/IH u nponeayps! 3aiuThl
000pyI0BaHUs, OCTaBJIEHHOTO 0€3 MPUCMOTpPA, a TAKXKe CBOM 005S3aHHOCTH O 00ECIIEUSHHUIO TaKOH
3allUTHL.

CoTpyHMKaM 3ampeuiaercsl ycTaHaBIMBaTh IOCTOPOHHEE IPOrpaMMHOE 0OecleyeHue,
HOJKJII0YATh JUYHBIC MOOUJIbHBIC YCTPONCTBA M HOCUTENW MH(MOPMAIINH, a TaK JKE 3alMChIBaTh HA
HUX 3alMIIaeMyI0 HH(OpMAIHIO.

CoTpyaHMKaM 3ampeniaeTcsl pasrjianiarh 3allliiIaeMylo MHGOpMallnio, KOTopas craja UM
U3BECTHA IIpU paboTe ¢ nHPopMaMOHHbIMU cucTeMamMu OV, TpeTbUM JHLIAM.

[Tpu padote ¢ I1[{n B UCII[In corpyanuku JIOY o0s3aHbl 00€CeunTh OTCYTCTBUE BO3-
MOKHOCTH IpocMoTpa IT/IH TpeTbumu nunamu ¢ MOHUTOpOB APM.

[Tpu 3aBepmenun padotsl ¢ MCII[AH coTpynHuku o6s3aHbl 3amuTuTh APM ¢ momoripio
OJIOKMPOBKH KIIFOYOM WJIM SKBUBAJIEHTHOTO CPE/ICTBA KOHTPOJIS, HAPUMEP, AOCTYIIOM IO TapoJIto,
€CJIM He UCTOJIb3YIOTCS 00Jiee CUIIbHBIE CPEICTBA 3AIMTHI.

Cotpynuuku JIOY nomkHbI ObITh MTPOMHPOPMHUPOBAHEI 00 yrpo3ax HapyIIEHUS PexXHMa
6e3omacHocT [1/IH U OTBETCTBEHHOCTH 3a ero HapyuieHue. OHU JOJKHBI ObITh O3HAKOMIIEHBI C
YTBEP)KJICHHOHN (hopMalbHOU MPOLEypOi HAaT0KEHUs JUCIUIUIMHAPHBIX B3bICKAaHUN Ha COTPYAHU-
KOB, KOTOpbI€ HAPYIIUJIN MPUHATHIE MOJUTUKY U MTpoleaypsl 6e3onacHoctu [1/[H.

CotpynHuku 00s3aHbl 6€3 MpOMeUIeHUs] coo01aTh 000 Bcex HAOII0AaeMBbIX WIH MOA03PH-
TenbHBIX ciayyasx paborsl UCII/IH, Morymmx nosieyb 3a coboil yrpossl 6e3omacHoctu [1/1H, a
TaKXe O BBIIBICHHBIX MMU COOBITHSIX, 3aTparuBaroux 0ezonacHocts I1/{H, pyKOBOJICTBY.
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7. lozkHOCTHBIE 00s13aHHOCTH noJib3oBaTeneid UCIIIn

JoimkHoCcTHBIE 00s13aHHOCTH TTosTb3oBateseit CIIJIH onucaHbl B CIIETYIONTUX TOKYMEHTAX:
- Uncrpykuus nons3osatens UCI/IH;
- MHcTpyKIus 1m0Jib30BaTeNs IPU BOSHUKHOBEHUH BHEIITATHBIX CUTYAIUH.

8. OTBercTBeHHOCTH coTpyAHNKOB UCII/IH

B cootBercTBuE cO cT. 24 DenepanbHoro 3akoHa Poccuiickoit @eneparuu ot 27 utonst 2006
r. Ne 152-®3 «O mepcoHaabHBIX JaHHBIX)» JIMIIA, BAHOBHBIC B HApYyIICHUH TPEOOBAHHMMA TAaHHOTO
®denepanbHOrO 3aKOHA, HECYT IPakIaHCKYIO0, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCIUIUIMHAPHYIO
Y MHYIO IPETYCMOTPEHHYIO 3aKOHOAATENIbCTBOM Poccuiickoit denepanii OTBETCTBEHHOCTb.

JeiicTBytomee 3aK0HOAATENLCTBO PD MO3BOJNSET MPEABSBIATh TPEOOBAHUS IO oOecrede-
HUIO 0e30MacHOi paboThl ¢ 3anuinaeMoil nHpopmanue U npeaycMaTpuBaeT OTBETCTBEHHOCTD 32
HapylleHWe YCTAHOBJICHHBIX MpaBWil dKciutyatanuu OBM u cucteMm, HempaBOMEpHBIM JOCTYH K
uH(pOpMaIIMKU, €CIIU 3TU ACUCTBUS MPUBETH K YHHUTOXKEHHUIO, OJIOKMPOBAHHIO, MOIU(DUKALIUN UH-
dbopmaru win HapyueHuro padbotel DBM unu ceteit (cratbu 272,273 u 274 YK PO).

[Ipu Hapymenusx corpynnukamu JJOVY - nmonb3oBarensamu WCIIIH npaBui, cBA3aHHBIX C
6e3omacHocThio I1J[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO IEHCTBYIOLIUM 3aKOHOJa-
TenbcTBOM Poccuiickoit denepanuu.

[TpuBeneHHBIC BBINIC TPEOOBAaHUS HOPMATHBHBIX JOKYMEHTOB I10 3alIMTe WH(POPMAIIUU OT-
paxensl B [lonmoxxenusx o monapaznenenusx OV, ocymectBisiromux oopadorky [11a 8 UCIIAH u
JIOJKHOCTHBIX MHCTPYKIUAX coTpyaHUKOB IOV,
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9. CnHCcOK MCHO0JIb30BAHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMATHBHO-TIPABOBBIMHU M METOJUYECKHUMH JOKYMEHTaMH, Ha KOTOPBIX 0a3u-
pyercs Hacrosiuiee [lonoxenue, BIAOTCA:

1. ®enepanbupiii 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» (lanee —
@3 «O nepcoHaNBHBIX JAHHBIX»), YCTAaHABIUBAIOIINNA OCHOBHBIC IPHHLIUIIBI U YCIOBHS 00paObOTKU
[T/, npaBa, 00513aHHOCTH ¥ OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHUH, CBA3aHHBIX C 00PpabOTKOM
ITJ1H.

2. IloctanoBnenue [IpaBuTenbcTBa P® oT 01.11.2012 No 1119
«O0 yTBepKIeHHH TpeOOBaHUH K 3allMTe TEPCOHATBHBIX JAaHHBIX MPH UX 00paboTKe B MHpOpMa-
LIMOHHBIX CUCTEMAX MEPCOHAIBHBIX JTaHHBIX).

3. «Ilopsnok npoBeneHus kiaccupukanud HHGOPMAITMOHHBIX CUCTEM MEPCOHATIBHBIX JaH-
HBIX», yTBep:kIeHHBI coBMecTHBIM [Ipukazom ®CTIK Poccun Ne 55, ®CB Poccun Ne 86 u Mu-
HuHpopmcBs3zu PO Ne 20 ot 13.02.2008 .

4. «ITomoxxeHne 00 OCOOCHHOCTSAX 00pPabOTKM MEPCOHATBHBIX JAHHBIX, OCYIIECTBIISIEMOM
0e3 UCIONB30BaHUsl CPENCTB aBTOMAaTHU3alnuy, yrBepkiaeHHoe [loctanosnenuem [IpaButenbcTBa
P® ot 15.09.2008 1. Ne 687.

5. «TpeboBanusi K MaTepUATbLHBIM HOCUTENISIM OMOMETPUYECKUX MEPCOHATBHBIX AAHHBIX U
TEXHOJIOTHSIM XPaHEHUS TaKUX JTAHHBIX BHE MH(POPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAaHHBIX»,
yrBepxkaeHHble [loctanoBnenuem IlpaButensctBa PO ot 06.07.2008 r. Ne 512.

6. HopmatuBHO-MeTOIMUECKHE AOKYMEHTHl DenepanbHONW CIyKOBI 1O TEXHUYECKOMY H
sKcriepTHOMY KoHTpodto Poccuiickoit denepanuu (nanee - ®CTIK Poccun) no obecrieuenuro 6e3-
onacHoctu [1JIn npu ux o6padotke B UCIIH:

7. Pexomenganu mno oOecrneueHuio 0e30MacHOCTH MEPCOHATBHBIX JAaHHBIX IPU UX 00pa-
00Tke B MH(POPMALIMOHHBIX CUCTEMAaX MEPCOHAJIbHBIX JaHHBIX, YTB. 3am. qupektopa PCTOK Poc-
cun 15.02.08 1. (Jy1s1 ciy»)eGHOT0 MOJIb30BaHKs).

8. OCHOBHBIE MEPOTPHUATHS TI0 OPTaHU3ALUN U TEXHHYECKOMY 00ECIIeYeHUI0 0€3011acCHOCTH
MEPCOHANBHBIX JIaHHBIX, 00pabaThiBaeMbIX B MH(POPMAIIMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JaHHBIX,
y1B. 3am. nupektopa ®CTIK Poccun 15.02.08 r. (st ciryke0HOT0 Moab30BaHUS).

9. bazoBas mMozenp yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAaHHBIX NMPH MX 00pabOTKe B MH-
(opMaIlMOHHBIX CHUCTEMaX MEPCOHAIBHBIX AaHHBIX, YTB. 3aM. qupektopa ®CTIK Poccun 15.02.08
r. (s cmy)eOHOTo MOIb30BaHuUs).

10. MeToauka orpenieieHus! akTyaIbHBIX Yrpo3 0€30MacHOCTH NEPCOHANBHBIX JTAaHHBIX TPH
ux o0paboTke B HMH(OPMAIMOHHBIX CHUCTEMaxX MEPCOHAJBHBIX JAHHBIX, YTB. 3aM. JUpPEKTOpa
OCTOK Poccun 15.02.08 T. (s CITy’KeOHOTO MOJIb30BAHU ).
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Ipuno:xenne 1. Knaccudukanus UCIn (CornacHo yrpaTuBiieMy cuity nocranonienuto [Ipasurenscta Poccuiickoii @eneparuu ot 17 Hos6ps 2007
r. N 781 «O6 yrBepxaenuu [lonoxxenus 06 obecnieyeHUn 6€3011aCHOCTH NEPCOHANBHBIX JAHHBIX NPH UX 00paboTKe B MH()OPMAIIMOHHBIX CUCTEMAX
NEPCOHAIBHBIX JaHHBIX» U eHcTBYIOIUM JokyMeHTaM @CTIOK)

No [Tnan - nepeyeHb TEXHUIECKUX MEPOIPUATHIA 10 00ecTIeYeHHI0 0€30MacHOCTH NCTIn xnacca | UCIIdn knacca | UCIT[IH knacca
NCILJ K3 K2 K1
| B nopcucreme ynpasieHus JOCTYIIOM:
PeanuzoBaTh naeHTH(UKALMIO U IPOBEPKY MOATUHHOCTH CyOBEKTOB 10CTYyIA IIPU
1 Bx0ji¢ B onepannonnyto cuctemy UCII/{x mo maposto ycnoBHO-TIOCTOSIHHOTO JIei- + + +
CTBHUSL, JJIMHON HE MeHee 1IeCTH OyKBEHHO-IIM(DPOBBIX CUMBOJIOB;
PeanuzoBaTh naeHTU(UKALMIO TEPMUHAIOB, TEXHUYECKUX cpeAcTB oOpabdoTku [1/1H,
2 y3n0B UCII/IH, KOMITbIOTEPOB, KaHAIOB CB3H, BHEIIHUX ycTpoiicTB MCIIIH mo nx - + +
JIOTMYECKUM HMEHaM (aJpecam, HoMepam);
3 Peg.J'II/ISOBan; UICHTU(QUKALKIO TPOrpaMM, TOMOB, KaTaJIOroB, (haityioB, 3anuceii, mo- i + +
JIeil 3anucel o UMeHaM;
4 PeanuzoBaTh KOHTPOJIb 10CTYyMNA CyOBEKTOB K 3aIIUIIIAEMBIM PECypcaM B COOTBET- i + +
CTBUU C MaTpHIIEH JocTyna,
npu Hannuuu noaxmouerns UCIIIH k ceTsim o01iero noias3oBaHus A0KHO npuMe- | He Hike 5-ro | He Hike 4-ro | He Hioke 3-To
) HATBHCS MEXKCETEBOE dSKPAaHUPOBAHUE. YpOBHS 3allli- | YpPOBHS 3alllM- | YpOBHS 3allu-
IICHHOCTH IIEHHOCTH IICHHOCTH
s obecnieuenust 0ezonacHoro MexcereBoro B3aumoseiictsus B UCIIIH nis pas- He amxe 5-ro | He mmxe 4-ro | He Hmxe 3-ro
6 HBIX KJIACCOB HEOOXO/IMMO HCIOJIb30BaTh MO YPOBHs YPOBHS YPOBHS
3alIMIIEHHOCTH | 3alUIIEHHOCTH | 3aIllMIIEHHOCTH
I CpeICTBO 3alMThI OT POrpaMMHO-MaTeMaTndyeckux BozaencTauii (IIMB):
PeanuzoBaTh naeHTU(UKALMIO U ayTEHTU()UKALINIO CYOBEKTOB 10OCTYIIAa IPU BXOJIE B
CPEJICTBO 3alllUThI OT MPOrpaMMHO-MaTeMaTuueckux Bo3aelicteuii (IIMB) u nepen
1 BBINTOJIHEHHEM UMM JIFOOBIX OIepaluii Mo YIpaBiIeHUI0 (PYHKIMSIMHU CPEJICTBA 3allH- + + +

Tl 0T [IMB 1o naposnio (Miau ¢ UCIoIb30BaHNEM MHOTO MEXaHU3Ma ayTeHTH(pUKa-
IIUH) YCIOBHO-TIOCTOSIHHOTO JEMCTBUS ATMHON HE MEHee IIeCTH OyKBEHHO-
1IM(POBBIX CHMBOJIOB;




o1

OcymiecTBISITh KOHTPOJIb JIFOOBIX IEUCTBUI CyOBEKTOB OCTYIIA IO YIIPABICHHUIO
bynkuusamMu cpenctsa 3amuThl oT [IMB TonbKO mocne npoBeaeHHs ero yCemnHou
ayTeHTU(UKaINH;

[IpenycMoTpeTs MeXaHU3MBbI OJIOKHPOBAHUS OCTYIA K cpeacTBam 3auuTsl oT [IMB
IIPY BBIIIOJIHEHUM YCTAHABJIMBAEMOTI'0 YHCJIa HEYAAYHBIX IIONBITOK BBOJA MAPOJIS;

Heo6xoxumo mpoBoIuTh HAEHTU(UKALUIO (aiiioB, KaTaJoOroB, IPOrPAMMHBIX MO-
JlyJIel, BHEIIHUX YCTPOMCTB, UCIIOJIBb3YyEMBIX CPEICTB 3auThl OT [IMB;

B noacucreme perucrpanuu u yuera:

OcCymiecTBIATh PEruCTPaIHIO BXoaa (BBIX0/1a) CyOBEeKTa JOCTyIa B CUCTEMY (U3 CH-
CTEMBI), THOO PETUCTPALIUIO 3arpy3KH U HHUIIUATIN3AIUHU ONEPAlIMOHHON CUCTEMBI U
ee MPOrpaMMHOT0 OCTaHOBA. Perucrpanus BeIXoa U3 CUCTEMBI MIIM OCTaHOBA HE
MIPOBOAMTCS B MOMEHTHI annapaTtypHoro oTkiatouenust UCII/{n. B mapamerpax peru-
CTpallii yKa3bIBalOTCs J1aTa U BpeMs BXoJia (BbIX0/1a) CyObEKTa JOCTYyIa B CUCTEMY
(M3 crcTeMBbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBoAMTH yueT Bcex 3alllMiiaeMbIX HOCUTENEH HHPOPMAIMH C TIOMOLIbIO UX JH000H
MapKUPOBKH U C 3aHECEHHEM YUYETHBIX JAHHBIX B XKYpHaJ (YUETHYIO KapTOUKY);

[TpoBOIUTH peTUCTpAIMIO BX0/1a/BBIX0Ja CYOBEKTOB JJOCTYIA B CPEICTBO 3ALIUTHI OT
IIMB, peructpanuto 3arpy3ki 1 HHULUAIU3ALUH 3TOTO CPECTBA U €€ TPOTrPAMMHO-
ro ocTaHoBa. B mapameTpax perucrpanuu yka3blBaeTcsi BpeMs U JaTa BX0/a/BbIX0a
cyObeKkTa ocTyna B cpeacTBO 3amuThl oT [IMB unu 3arpy3ku/ocranoBa 3Toro cpef-
CTBa, a TaKXKe UIEHTU(UKATOp CyOBEKTa JOCTYIa, MHUIMMPOBABLIETO TaHHBIE JeHi-
CTBUS;

[TpoBoaMTH perucTpannio coobITUi npoBepku U ooHapyxeHus [IMB. B mapamerpax
perucTpanmy yKa3blBalOTCS BpeMs U JjaTa IpoBepku win obHapyxenus [IMB, nnen-
TU(UKATOp CyOBEKTa AOCTYIA, MHUIIUUPOBABIIETO IaHHbIE JEHCTBUS, XapaKTep BbI-
HOJIHSEMbIX ASUCTBUI MO MPOBEPKE, THI OOHAPYKEHHON BPEJOHOCHOM MPOrpaMMbl
(BII), pesynpTraT neicTBUil cpeacTna 3amuThl o 6aokuposanuio [IMB;

[IpoBOIUTH pEruCTpanvio COOBITHI MO BHEAPEHHUIO B CpeaCTBO 3anmuThl oT [IMB ma-
KETOB OOHOBJICHUH. B mapaMeTpax peructpaiuu yka3plBatOTCsI BpeMs U 1aTa OOHOB-
JIeHUs, UACHTU(DUKATOP CYOBEKTa JOCTYIAa, MHUIIMUPOBABIIETO JAHHOE ICUCTBUE
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BEpCHsl U KOHTPOJIbHAs cyMMa MaKeTa OOHOBJICHHUS;

[TpoBOIUTH perucTpanmio coObITUH 3amycKa/3aBepiieHust paboThl MOTYJIEH CpecTBa
zamuTsl oT [IMB. B mapamerpax perucrpannu yka3slBaloTCs BpeMs U j1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HICHTH(PHUKATOP CyOBEKTa I0CTY-
na, MTHUIMHUPOBABILETO JAHHOE JICHCTBUE, PE3yIbTaT 3aIlycKa/3aBepuieHus: paboThI;

JIOJKHA TIPOBOAMTHCS PErHCTPALIUS COOBITHIA yIIpaBlIeHHUs CyOBEKTOM JI0CTYIa
¢GyHkuusamu cpenctsa 3amuThl oT IIMB. B napamerpax perucrpannu yka3blBaroTCs
BpEMsI U J]aTa COOBITHUS YIIpaBIEHUs KaK10M (pyHKLMEH, UIEHTU(PUKATOP U CIIELIH-
bukanys GQyHKIMY, 1ISHTHPUKATOP CyObEKTa J0CTYNA, MHULIMUPOBABIIETO JAaHHOE
JICHCTBHE, PE3YJILTAT ICHCTBHSI;

[IpoBOIUTH pErucTpannio COOBITHI MOMBITOK JOCTYIA MIPOrPAMMHBIX CPEICTB K MO-
IyJiaM cpeacTsa 3amuthl oT [IMB unu cienunanbabiM J0ByIIKaM. B nmapameTpax pe-
TUCTPAIUU YKa3bIBAOTCS BPEMS U JIaTa TOIMBITKH JOCTYIIA, HACHTU(UKATOP MO,
uaeHTudukaTop u crenudukanms Moayis cpenctsa 3aumTsl ot [IMB (cnenuansHoi
JIOBYIIIKH), PE3YJIHTAT MOMBITKUA JOCTYIIA;

[TpoBOIUTH perucTpanmio COOBITHI OTKaTa i cpeacTBa 3amuThl oT [IMB. B mapa-
MeTpax PerucTpalny YKa3bIBAIOTCS BPEMsI M 1aTa COOBITUS OTKATa, CrielU(PUKALIIS
NIeNCTBUI OTKaTa, HIeHTUPUKATOpP CYOBEKTa IOCTYIa, HHUIIMUPOBABIIIETO TAHHOE
JICUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTs 3alUTy JAHHBIX PETUCTPALMU OT UX YHUUTOKEHHS WX MOIU(PUKALUU
HapyIIUTETIEM;

11

Peanu3oBarh MEXaHU3MBI COXPAHEHUS JAHHBIX PETUCTPALMU B CIIy4ae COKPAILlCHUs
OTBEJECHHBIX 10/ HUX PECYPCOB;

12

PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHAJIN3A JAHHBIX PETHCTPAIMU U UX (PUITb-
TpaLUU 110 33JaHHOMY HabOpy MapaMeTpoB;
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13

[IpoBOIUTH aBTOMATUUECKHUI HEMPEPHIBHBIN MOHUTOPHHT COOBITHN, KOTOPHIE MOTYT
ABJISITHCS TpUunHON peaninzanuu [IMB (coznanue, penakTupoBanue, 3alUCh, KOMITH-
Js1Ust 00BEKTOB, KOTOpPbIE MOTYT coepxarh BII).

14

Peann3oBaTh MexaHW3M aBTOMAaTHYECKOI0 aHAIN3a JAaHHBIX PEruCTpanmu mo mradJo-
HaM TUNOBBIX nposiBiieHnit [IMB ¢ aBroMaTn4eckiM MX OJIOKHPOBAHHEM U YBEIIOM-
JICHHEM aJIMUHHCTpaTopa 0€301acHOCTH;

15

[IpoBOANTH HECKOIBKO BUOB y4eTa (AyOIMPYIOMINX) C perucTpalieil Bpiaun (pH-
eMa) HocuTese nHpopMaluu;

16

Ocy1ecTBISTh pErUCTpalmio BXoa (BbIX0oAa) CyOBEKTOB IOCTyIa B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH U MHUITUATH3AINH OTICPAIlMOHHON CHCTEMBI.

17

OcCyliecTBIATh PETUCTPALMIO BBIJA4H MTEYaTHBIX (TpaduiyecKnx) JOKYMEHTOB Ha
«TBEPAYIO» KOMHUI0. B mapamerpax perucrpainuu ykasbplBalOTCs (1aTa U BpeMs BbIa-
4y (0OpalleHus K MoJACUCTEME BBIBOJIA), CIICIU(DUKAIMS YCTPONHCTBA BBIJAYH — JIOTH-
yeckoe uMs (HOMep) BHEITHETO YCTPONCTBA, KpaTKoe coJiep:kaHne (HaMMEHOBaHue,
Bu, m(p, KOA) ¥ YpOBEHb KOHPUACHIINATBHOCTH JOKYMEHTa, HICHTH()UKATOP
CyOBeKTa IOCTYIa, 3aIIPOCUBIIIETO IOKYMEHT;

18

OcymiecTBISATh PErucTpaluio 3amycka (3aBepleHust) IporpaMM U MpoLeccoB (3a1a-
HUH, 3a/1a4), IpeIHa3HAYEHHBIX /7151 00pabOTKH 3aIuIaemMbIx ¢aitio. B mapamer-
pax perucTpaluy yKa3blBaroTcs JAaTa U Bpems 3amycka, uMs (WAeHTU(UKATOpP) Ipo-
rpaMMBI (IIpoliecca, 3a1aHusl), HACHTU(UKATOp cyObeKTa JOCTYIa, 3alIPOCUBIIErO
nporpamMmy (Iporiecc, 3alaHue), pe3ysbTaT 3ammycka (yCIeHbli, HeyCHelH bl — He-
CaHKLIMOHUPOBAHHBIN),

19

OcCymiecTBIATh PErUCTPAILIMIO MOMBITOK JOCTYIA MPOrPaMMHBIX CPEACTB (IIPOrpaMM,
IIPOLIECCOB, 3a]1a4, 3aJJaHui) K 3amuiacMbIiM (aiinam. B mapamerpax perucrpauuu
yKa3bIBaIOTCS J1aTa U BpeMsl MOMBITKH JIOCTYTIA K 3alluIiaeMoMy (Gaiiny ¢ ykazaHuem
ee pe3ynbTara (yCHemHasi, HeycreuHas — HeCaHKLIMOHUPOBaHHas ), UAEHTUPUKATOP
cyObeKTa jocTyna, cnenudukanys 3amuniaeMoro daina;
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20

OCyIIeCTBIISITh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJICTB K CIIEIYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtajoram, (aiiinam, 3anucsaM, Moy 3anucei. B
rapameTpax perucTpalry yKa3plBatOTCA JaTa U BPEMs MONBITKU AOCTYyNA K 3alllMIla-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (yCHemHas, HeyClenHas — HeCaHKIHO-
HUPOBaHHAas), UIEHTUPUKATOP CyOBEKTa 10CTYIA, Crieu(pUKAIIS 3aIIUIAEMOTr0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3allUIaeMblX HOCUTENEeH HHPOPMALIMU C IOMOILBIO UX Map-
KHPOBKU U C 3aHECEHUEM YUETHBIX JIaHHBIX B )KypHaJl (YUETHYIO KapTOUKY);

22

Ocy1miecTBIATh OYUCTKY (0OHYyJIeHHE, 00e3TMUUBaHKE) 0CBOOOKAAEMBIX 00acTel
OTIepPAaTUBHOM NMaMsITH KOMITBIOTEPOB U BHEITHUX HaKonuTesed. OuncTka ocymiecT-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
LK),

B noacucreme obecrieueHUs EITOCTHOCTH

O6ecneunTh LENTOCTHOCTD MPOrpaMMHBIX cpeicTB 3auThl B coctaBe C3I1/H, a Tak-
K€ HEU3MEHHOCTb ITPOrpaMMHOM cpefibl. IIpu 3TOM LIeI0CTHOCTD CPEACTB 3aLIUThI
MPOBEPSETCS MIPH 3arpy3Ke CHCTEMBI 110 HATMYHIO UMEH (MIEHTH(PHUKATOPOB) KOMIIO-
HeHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOIl cpelibl 00ecrieynBaeTCsi OTCYTCTBUEM B
WCTI/IH cpencTs pa3paboTKH U OTIAAKU IPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPOJIb AocTyma B nomenieHust MCII/Ix noctopos-
HUX JIALI, HAJTMYUE HAIEKHBIX NIPEMATCTBUM I HECAHKIIMOHUPOBAHHOIO IIPOHUKHO-
BeHus B nomenieHust UCIIJIH u xpanunuie Hocutenel nHdopMaluu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpaMMHO# cpeabl U nnepconana MCITIH ¢ moMouibpio TeCT-MporpaMm, UMUTHPYIOIINX
nonbiTk HC/I;

JIOJDKHBI OBITH B HaW4uK cpecTBa BocctanorieHus: C3I1/IH, mpenycmaTpuBaromme
BEJICHHE JIBYX KOMUI MPOTPaMMHBIX CPEICTB 3alIUTHl HH()OPMALIUU, UX TTEPUOTHYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;




0¢

[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJTyJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-
JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IIPH €r0 3arpy3Ke ¢ HCI0JIb30Ba-
HUEM KOHTPOJIbHBIX CYMM;

ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-
pHUBaronias BEICHNE ABYX KOIMI IPOrPaMMHOIO CPEICTB 3aIMTHI, €r0 MepUoJue-
CKO€ OOHOBIICHUE ¥ KOHTPOJIb pab0TOCTIOCOOHOCTH;

PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa
3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;

[TpoBoauTh pe3epBHOe konupoBanue [1/[H Ha oTyy)k1aeMble HOCUTENN HHPOPMALIUH;

B nojcucremMe aHTUBUPYCHOM 3aIIUTHI:

IIpoBoauTH aBTOMATUUYECKYIO ITpOBEepKY Ha Hanuuue BII wnu nocneacreuii [IMB
npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO-
TOpbIe MOTYT coiepxaTh BII, mo ux TunoBsIM 11a0J10HaM U C IOMOIIBIO IBPUCTUY -
CKOI'0 aHAJIN3a;

PeanuzoBaTh MEXaHU3MbI aBTOMAaTU4YECKOr0 OJI0KHpoBaHMs 0OHapyskeHHbIX BII mmy-
TEM UX YAaJCHUs U3 IPOrPaMMHBIX MOAYJIEH WM YHUUTOXKEHMUS,;

PerynsipHo BBIOTHATH (IpU TIepBOM 3amycke cpeacTs 3amuThl [1/1H o [IMB 1 ¢
yCTaHaBJIMBAaEMOU NMEPUOJINYHOCTHIO) MPOBEPKA HA IpeaMeT Hanuus B HUX BII;

JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
BII npu BeisiBnenuu ¢axra [IMB;

Peanu3oBarh MEXaHU3M OTKaTa JJIs1 YCTaHABIMBAEMOIO YUCIA ONEepalui yAaIeHUs
BII u3 onepatuBHOM WM TOCTOSITHHOW ITAMSITH, U3 IIPOIPAMMHBIX MOIYJIEN U MPH-
KJIaJHBIX [TPOrpaMM WJIM IPOrPaMMHBIX CPEACTB, coaepkamux BII.

HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN
MOHUTOPHHT HH()OPMAITMOHHOTO 0OMEHA C BHELITHEH CEThIO ¢ 11elbI0 BbisiBIeHus BII.

VI

KonTpons orcyrereus H/IB B 110 C31
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st mporpaMMHOTO 00ecriedeHus1, UCIOJIb3yeMoro mpu 3amuTte nadopmaruu B UC-
[T1= (cpencts 3amuTsl nHGOpMauu — C3, B TOM 4uciie ¥ BCTPOCHHBIX B 00IECH-
CTEMHOE U MpUKIIagHoe nporpammHoe obecrieuenue — [10), nomken ObITh 00ecnieueH
COOTBETCTBYIOIINI YpOBEHb KOHTPOJIA OTCyTCcTBUs B HeM H/IB (He nexnapupoBan-
HBIX BO3MOXKHOCTEH).

VIl

Oo6napyxenue Bropxkennii B UCT/{H

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTEM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIM IPOTPAMMHO-AMIAPATHBIX CPEJICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
MCIOJIb3YIONIME CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BbISBJICHHUS aHOMAJIUN

VIl

3amura UCIT/Ir ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoiib3oBath CBT, ynosierBopsiromniue
TpeboBaHusAM cTaHaapToB Poccuiickoit deneparuu 1o 3JeKTPOMarHUTHOW COBME-
CTUMOCTH, 10 0€30MaCHOCTH ¥ YPrOHOMUYECKUM TPeOOBAaHUAM K CPEICTBaM O0TOO-
pakeHus HH(GOPMALIMH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICOUC-
wieiiHeIM TepmuHaiaM [I19BM (ranpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCII/IH TpeboBanusm 6ezonacHoctu [1]1H

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTEIbHYIO CEPTU(PUKALIUIO (aTTECTAIUIO) IO
TpeOoBaHUsIM Oe30macHOoCTH MH(pOopMalnu (M0 PEHICHHUIO ONlepaTopa);

[Tpumeuanune: dns UCII/IH 4-ro knacca nepeyeHb mMepornpusaTuii mo 3amute [1J[H onpenensercs B 3aBUCUMOCTH OT yIiiepOa, KOTOPBIA MOKET

OBITH HAaHECEH BCJICACTBUEC HECCAHKIIMOHUPOBAHHOI'O UJIM HETIPECAHAMEPCHHOI'O JOCTYIIA K HHH




Hpunaoxenne 2. Yposuu 3amuiienHoctd MCIT/Ia (Cornacao HoBomy noctanosnennto [Ipasurensctsa PO ot 01.11.2012 N 1119 «O6 yTBepx)aenun
TpeOOBaHUH K 3alllUTe EPCOHATIBHBIX JAHHBIX MPH UX 00pab0TKe B NMH(OPMALMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX»).

Y31 |V32 V33 |V3 4
TpeboBanus k 3amute [1/1H \ YpoBeHb 3amiIieHHOCTH

Opranu3zanus pexxruMa odecredeHus 6e30MacHOCTH MOMEIICHUH, B KOTOPBIX pa3MelleHa HHPOpMaI[MOHHAs CHU- + + + +
CTeMa, MIPETSITCTBYIONIETO BO3MOKHOCTH HEKOHTPOIMPYEMOTO IPOHUKHOBEHUS MJIM TIPEOBIBAHMSI B TUX ITOMEIIIe-
HUSIX JTUI], HE UMEIOIINX MIPpaBa JOCTyMa B 3TH MOMELICHHUS.

ObecrieueHne COXpaHHOCTHA HOCHUTEJICH MePCOHATBHBIX TaHHBIX. + + + +

Yr1BepxkaeHue pykopoauresieMm oneparopa [1/IH 1okymMeHTa, onpeaelsitoero nepeyeHb Jull, JOCTYH KOTOPBIX K + + + +
MEPCOHAIBHBIM JIaHHBIM, 00pabaTbiBaeMbIM B HH(GOPMALIMOHHON CUCTEME, HEOOXO MM JIJIsl BBIIIOJIHEHUS UMU
CITy’)KeOHBIX (TPYIOBBIX) O0S3aHHOCTEH.

44

Hcnonb3oBanue cpecTB 3alIUThl HHGOPMAIUH, POLIEAIINX MPOIEIYPY OLEHKHU COOTBETCTBUS TPEOOBAHUSM 3a- | + + + +
KOHOJ1aTeNIbcTBa Poccuiickoii @epepanuu B o0iactu odecriedeHus 0e30macHoCTH HHopMaIuu, B cirydae, Korjaa
MPUMEHEHHE TaKUX CPEICTB HE0OXO0IMMO ISl HEUTpaIM3allui aKTyallbHBIX YTPO3.

Heo6xoauMocTh Ha3HaueHMs TOHKHOCTHOTO JHIIa (paboTHHKA), OTBETCTBEHHOIO 3a o0ecredeHne 0e30nacHoCTH +
NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMIOHHOM CHUCTEME.

Bo3M0OXHOCTB 10CTYyMA K COJIEPKAHUIO FIEKTPOHHOTO )KypHala COOOLIEHUH UCKITIOUUTENBHO IS TOJIKHOCTHBIX +
yvl (paOOTHHUKOB) OTIEpaTOpa Ui YIIOJTHOMOYEHHOTO JIMIA, KOTOPBIM CBEICHUS, COJIEPIKAIIUECS B YKa3aHHOM
KypHase, He0OXOIUMBI JJIsl BBIITOJHEHHS CITY)KEOHBIX (TPYJOBbIX) 00s13aHHOCTEH.

ABTOMaTHUYECKas PETUCTPALIMS B 3JIEKTPOHHOM KypHaJie 6€3011aCHOCTH U3MEHEHHUS [TOJIHOMOYUI COTPYAHHUKA +
oreparopa Io JIOCTYIY K NepCOHAIbHBIM JaHHBIM, COJIEpKALTMMCs B MHPOPMALIMOHHOM CUCTEME.

Cosznanue CTpyKTYPHOTO TTOIpa3/IelIeHUs], OTBETCTBEHHOTO 3a o0ecreueHue 0e30MacHOCTH ePCOHATBHBIX JaHHBIX | +
B MH(OPMAIIMOHHOHN CHCTeMe, IN0O BO3IIOKEHHE Ha OJHO U3 CTPYKTYPHBIX Mojipa3enenuit GyHKiui mo odecre-
YEHUIO TAKOW 0€30MacHOCTH.
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